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1. Introduction 
As the internet has developed there has been an increasing emphasis on security - terms like                               
"SSL" and "HTTPS" are often used. This emphasis on security means that it is not directly                               
possible to read data that flows between a web browser and a web server by any system that sits                                     
between the browser and the server.  

N4L’s In Depth Web Filtering permits users to enter their school network username and                           
password and be given access to specific sites only based on the groups that they are in.  

IT Administrators will have the ability to leverage a school’s local directory services and a security                               
certificate to provide a filtering policy that allows browsing flexibility in terms of who (which                             
users), when (the time of day) and where (which web sites). 
 
N4L’s ​website ​can provide further information on N4L’s Web Filtering including tutorials. 

2. Objective 
This document is intended for IT Administrators and Web Filtering Administrators tasked with                         
implementing Secure Website Inspection or Individualised Filtering 

The objectives of this document are to: 

● Give an overview of the N4L process to get access to inspection certificates 
● Explain what HTTPS is and what it does 
● Show users how to generate and download the school’s inspection certificate 
● Provide use cases that could be used to help you decide how to deploy the inspection                               

certificates to all devices in your own school 
● Explain the support N4L can provide 
● Give the Web Filtering Administrator a ​How To guide on changing filters, rules and                           

policies in the N4L Web Filtering Dashboard once all certificates have been installed 

 

3. Deployment Prerequisites  
 
Before deployment of this service, the school should ensure the chosen implementor has an 
understanding of: 

● TCP/IP  
● Subnetting 
● DHCP Scopes 
● Routing & Switching 
● Firewalls 
● DNS 
● Active Directory / LDAP or SAML 
● Certificates  
● LAN and WLAN troubleshooting 
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4. Abbreviations and Definitions 

Term  Definition/Explanation 

CCWS - Cisco Cloud Web Security  N4L​ uses the Cisco Cloud Web Security (also known as 
Scansafe) platform to provide web ​filtering​ serv​ices. 
 
Full information on the dashboard and how to use it 
can be found on the ​N4L website​ - 
http://www.n4l.co.nz/managednetwork/webfiltering/ 

Directory Integration  Leveraging a school’s existing directory service to 
provide individualised filtering capabilities. 

BYOD  Bring Your Own Device 

SSL  Secure Sockets Layer 

TLS  Transport Layer Security 

HTTP  Hypertext transfer Protocol 

HTTPS  Hypertext transfer Protocol over SSL or TLS 
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5. Secure Website Inspection 
A key feature of Cisco Cloud Web Security (CCWS) tool is its ability to decrypt and scan the HTTPS                                     
traffic passing through CCWS for threats and carry out actions based on your policy settings. If                               
the traffic is deemed safe it is re-encrypted and passed back to your users with a new SSL                                   
certificate. 

 

For reasons of privacy Secure Website Inspection can be limited to specific sites or categories.                             
For example you may decide to more closely monitor social networking sites but not monitor any                               
internet banking or online shopping sites. 

Any Secure Website Inspection will require that a device wishing to access selected secure web                             
content install a special inspection certificate (Trusted Root Certificate) before access can be                         
granted to the site - ensuring traffic between the end users’ browser and N4L filtering service is                                 
secure. Individual devices or network segments may be excluded from HTTPS Inspection if                         
required. 

The security certificate available for generation and download via the N4L Web Filtering                         
dashboard has been tested to work on Windows, OSX, iOS, Android as well as Chrome based                               
devices. 

Considerations to be aware of: 

● Filtering secure sites is important, it means you can supply access to secure HTTPS sites                             
for educational purposes, while keeping your school community safe and secure. 

● You sign a blanket agreement with N4L related to the searching and filtering of private                             
user data. The school might decide to have additional agreements as part of their IT                             
school policy that the individuals within the school community agree to, ensuring you                         
have agreement from them to search and filter their user data. 

● Inspection certificates expire so ensure you track their expiry as part of your school’s                           
internal systems and processes. 

● If you do not have an internal IT support person you may need to use the IT company                                   
that supports your school. Be aware that if they are tasked with managing your                           
certificates to all devices that this may incur a cost each time a certificate expires and                               
needs renewing. 

● If you are implementing, or have implemented, BYOD consider that the certificate has to                           
be installed on every device and any new ones as they start to be used. 

 

Page 5 of 81 



 
● The use of a certificate on an Android device will require the device to use a PIN code to                                     

securely access the device. Any other lock screen access method is unsupported by                         
Android at this time. 

● Some devices require certificates to be changed to a suitable format before they can be                             
installed. 

 

5.1. Overview of the process 

1. Once you have decided to implement Secure Website Inspection you will need to                         
nominate a contact person who will manage the inspection certificates and devices. This                         
may be the Web Filtering Administrator if they have a technical background. 

2. Certificates are generated and downloaded by either the school or N4L 
3. Your allocated IT administrator can then organise to install the certificate onto all devices                           

being used at school. 
4. Your Web Filtering Administrator can then make changes to your N4L Web Filtering                         

Dashboard to change the filters, rules and policy to filter secure sites as required. 

 

5.2. Creating the Certificate 

You can create your own certificate within the school’s N4L Web Filtering Dashboard. 

1. Log into your N4L Web Filtering Dashboard 
2. Click on the ​Admin​ tab 
3. Choose ​Certificates​ from the ​HTTPS Inspection​ drop-down menu 
4. Click on ​Create a New Certificate 

 

 

5. Complete all the fields 

 

5.1. Choose the ​Duration​: 1, 3 ,5 or 7 years 
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Note: Shorter length certificates provide a greater level of user security by ensuring certificates                           
do not remain ‘trusted’ on a device for longer than needed (e.g. student or teachers no longer                                 
attending a specific school). On the flip side, certificates with a long expiry time reduce admin                               
overhead in that certificates do not need to be renewed and installed across all devices as                               
regularly.  

5.2. Add a unique school ​Identifier​:  
We recommend using the following format to ensure the expiry can be tracked: 
SCHOOLNAME_HIGH_SCHOOL_From date-To date of expiry. (e.g. 
Greenwood_High_School_Jan_2014-2021) 

5.3. Add a ​Description​:  
We recommend using the same name used above to ensure there is no 
confusion when creating a new certificate at a later date.  

5.4. Click ​Submit 

 

5.3. Downloading the Certificate 

Once generated, the unique security certificate is available for download from the N4L Web                           
Filtering dashboard. 

1. Click on the ​Admin​ tab 
2. Choose ​Certificates​ from the ​HTTPS Inspection​ drop-down menu 

 

3. Search the list of certificates and choose the one which has been created specifically for                             
your school.  

Note: You’ll be able to identify this by the name of the certificate and the time period it covers                                     
(e.g Greenwood_High_School_Jan_2014-2021).  

4. Download the certificate using the ​Download​ link on the right hand side  
5. Save it to a location that is widely accessible to your users 
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What’s next ? 

Certificates may be installed on a device by: 

● Emailing the certificate to users, or  
● Making the certificate available on a suitable network share or website, or 
● Providing it on a USB stick, or  
● Preferably by rolling it out via local group policies or an equivalent automated process                           

for the devices used in your school 

Note: if you do not use a mobile device management platform capable of pushing certificates out                               
to end user devices,  the next easiest way to get the certificate to users is often via email. 

 

5.4. Manual Installation of Certificates on Devices 

For specific instructions on how to deploy certificates across all the devices within your                           
environment, we highly recommend that you consult with your preferred ICT provider to ensure                           
the correct approach is taken.  

If you do not have a current ICT support company, we can help put you in touch with an ICT                                       
support company who will be able to assist you with certificate deployment, as well as filtering                               
policy required to effectively filter secure web content.  

 

5.4.1. Manually installing certificates on Microsoft Windows 

When installing certificates manually onto devices which run Microsoft Windows, some                     
additional steps are required to maintain maximum security, this involves installing the                       
certificate into the correct location and certificate store during the certificate installation wizard.   

First make the certificate available to the users. 

The user will then: 

1. Go to where the certificate is saved and either: 
1.1. Right click on the certificate and choose install, or 
1.2. Click on the certificate, this opens up the certificate and the user can then click on 

install 
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2. This will then show: 

 
 

3. Next you need to carefully consider which certificate store to install the certificate into. 
This will vary depending on how your users use their devices. 

 

Store Name  Use Case 

Local Machine Store  For PCs used by multiple users 

Current User Store  For PCs used by one staff member/student 
only, or where only one user may have 
consented to having their secure traffic 
inspected. 
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4. Once you have selected the User or Local Machine store, install the certificate into the                             
Trusted Root Certification Authorities ​store to ensure correct operation as shown in                       
the example below. 
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5.4.2. Manually installing certificates on Apple OSX 

When installing certificates manually onto devices which run Apple OSX some additional steps                         
are required to maintain maximum security. This involves installing the certificate into the                         
correct location depending on whether the device is shared amongst multiple users, or used by                             
only a single user. 

First make the certificate available to the users. 

1. The user will then: 
1.1. Double click on the certificate file and follow the wizard to add the certificate to 

the Keychain. 

 

1.2. Here you have two options: 

Store Name  Use Case 

System Keychain  For devices used by multiple users 

Local User KeyChain  For devices used by one staff 
member/student only, or where only one 
user may have consented to having their 
secure traffic inspected. 
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1.3. Enter your credentials to allow access to the Keychain store 

 

 

1.4. Check the certificate is valid, and that it is the most recent one (based on the 
expiry date). 
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1.5. Again, you’ll be asked for credentials to allow the N4L filtering certificate to be 
added to the System Certificate Trust Settings. 
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1.6. You’ll be able to see the certificate in the Keychain which you added it into (in this 
case the System Keychain), which in turn shows it’s trusted by all users. 

 

 

5.4.3. Manually installing certificates on Chrome OS 

Installing certificates manually onto Google Chromebooks is a fairly quick task to complete. 

1. Make the certificate available to the users through Email, USB stick or Intranet 
link 

2. The user will then: Open up Chrome and go to ​chrome://settings/certificates​ to 
launch the certificate manager. 

3. Locate the Authorities tab and click Import to begin importing the certificate 
created in section three of this doc. 
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3. Locate the filtering certificate which has been disseminated. 

 

4. Click trust the filtering certificate for identifying email and websites. 
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5. Once installed you’ll be able see the filtering certificate in the list of trusted authorities. 

5.1. By clicking on ​View​ you’ll be able to see the specific details of the filtering certificate. 

 

6. Here you can validate that the certificate is the correct one by: 

6.1 Looking at who the certificate was issued by; and 

6.2 Looking at the validity period 
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5.4.4. Manually installing certification on iOS 

If you do not have access to an Mobile Device 
Management (MDM) platform another way to 
distribute the filtering security certificate to iOS 
devices is via email.  

1. Open the attached filtering certificate to 
begin the setup wizard 
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2. Here you are advised of who has signed               
the filtering certificate and the details can be               
checked before installing the certificate as           
needed. 

 

 

3. Click on ​Install,​ and  
4. Enter your password to confirm you           

accept installing the filtering certificate on the             
device. 

 

 

 

 

5. Here you validate that the certificate is the 
correct by:  

5.1. Clicking on ‘more details’  
5.2. Click on the certificate.  
5.3. Look at who the certificate was 

issued by 
5.4. Look at the validity period  
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6. After the filtering certificate has been           
successfully installed you’ll see the certificate now             
listed as ‘Trusted’ 
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5.4.5. Manually installing certification on Android 

If you do not have access to an Mobile Device Management (MDM) platform another way to                               
distribute the filtering security certificate to Android devices is via email.  

1. The filtering certificate can either be:  
● Emailed to all users; or  
● The user may email the certificate found on a common file share to themselves for                             

installation.  

 

 

 

 

In the example to the left the certificate has been received 
in the email client and the attachment has been opened to 
begin the certificate installation process. 

 

 

 

 

 

 

 

2. Depending on the lock screen security settings on               
the Android device you may be prompted to change your                   
lock screen method to use a pin code or a password.  

Swipe or Pattern locking methods are not considered secure                 
enough for the Android credential store and are thus not                   
supported.  

Research has shown that some workarounds are available               
for various versions of Android but the use of such                   
workarounds is not recommended. 
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3. After meeting the lockscreen password complexity           
requirements you will be warned that installing a security                 
certificate onto your device may allow a 3rd party to                   
monitor network traffic. 

This 3rd party being referenced to is the N4L filtering                   
platform - it is required to monitor and filter secure                   
network content and to facilitate any future user level                 
filtering capabilities. 

 

 

 

 

 

 

 

4. When prompted to check the trusted credentials             
ensure that the certificate installed is the correct one for                   
your school as created in the self-service filtering               
dashboard or provided to you by N4L as shown in the                     
example to the left.  
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5. By viewing the full certificate details we can verify                 
that the certificate is not only the correct one for your                     
school, but also the current one based on the issued and                     
expiry date.  
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5.5. Implementing Secure Website Inspection 

Please ensure you have completed all the basic web filtering training that is available on                             
the N4L website, or have sufficient web filtering experience, prior to following these                         
instructions.  

5.5.1. Secure Website Inspection Filters 

Secure Website Inspection filters are grouped separately within the Web Filtering Dashboard and 
can be found by: 

1. Clicking on ​Admin  
2. Choosing ​Filters​ from the​ HTTPS Inspection​ drop-down menu 

 

Note: Secure Website Inspection filters and policy function differently to Web Filtering filters and 
policy. 

Secure Website Inspection filters determine whether the filtering security certificate created                     
earlier is ​presented ​to the user for the chosen categories, domains and applications, this is what                               
allows CCWS to view the content of secure websites. Web Filtering filters and rules must be                               
created separately to take filtering actions such as allow, block, anonymize, warn or authenticate. 

In the example below we have chosen to enable Secure Website Inspection for Facebook, and                             
this can be verified by looking at the certificate information. 
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Similarly in this next example we have chosen ​not to inspect the secure website                           
https://www.asb.co.nz for obvious reasons. It is your responsibility to ensure you have sufficient                         
authorisation to inspect your users web traffic at your School. 

 

5.5.2. Creating Secure Website Inspection filters 

1. Click on ​Admin 
2. Choose ​Filters​ from the​ HTTPS Inspection​ dropdown menu 
3. Click on the ​Create Filter​ tab 
4. Select the categories (as seen below) that HTTPS inspection will be applied to.   

Note: Any sites covered by any of the selected categories will require the inspection certificate to                               
be installed correctly to access the site/service without the browser detecting a untrusted                         
connection. 

The example below shows that only sites in the ​Social Networking category will be inspected,                             
however in reality you would most likely have a number of categories filtered. It is also advisable                                 
to ​not enable HTTPS inspection for categories such as Government and Law, Online Shopping,                           
Online Trading or Lotteries etc where highly sensitive information may be exchanged.  

● Create more filters for every additional category; or  
● Create a single filter covering multiple categories  

Note: HTTPS sites for other globally blocked categories (e.g. the “Pornography’ category) are                         
automatically blocked.  
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5. If required, domains or IP ranges can be added to the Secure Website Inspection filter                             
using the ​Domains​ links.  

6. If needed, specific Domains or IP ranges can also be excluded from Secure Website                           
Inspection within a category by adding these to the ​Exception fields (e.g. this could be                             
used to inspect all social networking sites with the exception of Yammer). 

7. You can also force web and mobile applications to use the certificate by checking the                             
Enable Application Decryption box using the ​Applications link. This allows very                     
granular levels of Web filtering such as blocking Facebook games but allowing Facebook                         
messaging, or allowing viewing YouTube but preventing video’s from being uploaded.  
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8. Click ​Save all Settings ​and proceed to create appropriate application based filters under 

the Web Filtering section of the Web Filtering Dashboard. 

 

Note: If you have not yet completed them, training videos on how to create filters and policy in 
the N4L Web Filtering dashboard can be found on the ​N4L website​.  

 

5.5.3. Creating a new Secure Website Inspection Rule 

To inspect secure traffic based on a previously created filter: 

1. Click on Create Rule 

2. Provide a Name for your rule 

3. Select the correct certificate we created earlier for your school from the dropdown list 
(see next page). This step is especially important as if you do not select the certificate to 
be installed on end user devices, users will receive HTTPS security error messages in their 
browsers informing them of an untrusted intermediary potentially inspecting their traffic. 

4. Define your Group 

4.1. Choose a group created earlier from the drop-down list or select none to apply to 
all users. 

4.2. Click on Add 

5. Define your Filter by ensuring you choose the relevant Secure Website Inspection filter 
created for your school beforehand from the pull-down list  

5.1. Click on Add 

Note: You can add multiple filters to a single rule as required.  

6. Click Create Rule to save 

7. Remember to mark the rule as Active to enable it, should you wish to do this at this stage. 

8. Once the rule is defined it should be moved to the relevant position in the policy list and 
enabled if you haven’t done so already. It may take several minutes for changes to take 
effect. 
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5.5.4. Secure Website Inspection Policy 

Secure Website Inspection policy consists of rules which reference one or more filters each.  

To view these rules within the N4L Web Filtering dashboard: 

1. Click on ​Admin 
2. Choose ​Policy​ from the ​HTTPS Inspection​ drop-down menu.  

From here you can manage and easily create additional rules as required to build up your Secure                                 
Website Inspection policy. In many cases a single rule will suffice, however additional rules can                             
provide greater flexibility and aid any troubleshooting. 

 

 

5.5.5. Inspection Groups 

As with Web Filtering filters, your filtering action can be applied to subset of your users by                                 
segmenting your schools local area network. For example filtering rules could be customised to                           
provide different levels of filtering for Teachers, Students, Guests or servers by creating an                           
appropriate IP Groups which are referenced within the filtering dashboard. ​Directory based                       
groups are not supported in Secure Website Inspection policy​. Directory based groups are                         
supported within Web Filtering Policy. 
 
 

Inspection groups can be created by: 

1. Clicking on ​Admin 
2. Choosing ​Groups​ from the ​Management​ dropdown menu 

 

3. Click ​Add Custom Group 
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4. Provide a name for the group to be identified by 
5. Click ​Edit​ to configure the newly created custom group 
6. Enter your LAN IP address range for the group accordingly and click ​Save 

 

 

5.6. Browsing with Secure Website Inspection enabled 

If an attempt to browse is made to a site subject to Secure Website Inspection, and no valid                                   
inspection certificate has been installed then the browser will return an HTTPS certificate                         
warning message.   

Different browsers will return different messages.   

Once the security certificate is installed the browser will trust the secure connection to the                             
filtering platform and the requested content will be displayed without any warnings - unless                           
there is a rule to block it, in which case a familiar  “N4L Blocked Site” message will be displayed. 

Below are several examples of error messages presented by different browsers when Secure                         
Website  Inspection has been enabled and the inspection certificate has ​not​ been installed, 

Firefox – browsing to ​https://www.facebook.com 
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Chrome – browsing to ​https://www.facebook.com 

 

Internet Explorer – browsing to ​https://www.facebook.com 

 

Clicking on “Continue to this website (not recommended)” will cause this message to continue to 
be displayed. 

 

 

Page 30 of 81 

https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/
https://www.facebook.com/


 
 

Safari (Windows) – browsing to ​https://www.facebook.com 

 

Safari (Windows) will allow the user to override the warning and continue to the page. All                               
Scansafe filtering rules will still be correctly applied, however overriding security warnings should                         
always be avoided. 

Safari (OSX) – browsing to ​https://www.facebook.com 

 

Safari (iOS) – browsing to ​https://www.facebook.com 

  

Unlike with Windows, both the OSX and iOS versions will not allow you to proceed to the web                                   
page by pressing “Continue”.  The inspection certificate must be installed first. 
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Chrome (Android 4.4.2) - Browsing to ​https://www.facebook.com 

 

For any browsers:   

Once the inspection certificate is installed, and if the user is not permitted to reach for example                                 
https://www.facebook.com due to Web Filtering rules then the appropriate “N4L Access Denied”                       
message is displayed.  
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Any browser: Once the N4L Security Certificate is installed, and if the user is permitted to reach                                 
e.g ​https://www.facebook.com then the requested page will be displayed without any SSL                       
security error messages as seen below. 

 

5.7. Secure Website Filtering for Chrome Devices 

Go​ogle Chrome devices employ additional security measures to ensure user data is not                         
intercepted. Google advises that to ensure correct functioning of Chrome devices that any                         
Secure Website Inspection bypasses the following URLs.  

accounts.youtube.com  omahaproxy.appspot.com 

accounts.youtube.com  safebrowsing-cache.google.com 

clients1.google.com  m.safebrowsing-cache.google.com 

clients2.google.com  safebrowsing.google.com 

clients3.google.com  ssl.gstatic.com 

clients4.google.com  tools.google.com 

cros-omahaproxy.appspot.com  pack.google.com 

dl.google.com  www.gstatic.com 

dl-ssl.google.com  gweb-gettingstartedguide.appspot.com 

www.googleapis.com  storage.googleapis.com 

m.google.com  commondatastorage.googleapis.com 

accounts.gstatic.com (added August 2015)   

Source: https://support.google.com/chrome/a/answer/3504942 
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5.7.1. Creating a filter and rule for Chrome devices 

The domains listed above can be excluded from Secure Website Inspection by: 

1. Clicking on ​Admin 
2. Choosing ​Filter​ from the ​HTTPS Inspection​ drop-down menu. 
3. Choose an appropriate ​filter name​ for you to identify it later 
4. Click ​Domains ​and enter the list found above into the domains field. 
5. Click ​Save ​to save the filter 
6. Choose ​Policy​ from the ​HTTPS Inspection​ drop-down menu. 
7. Click on ​Create Rule 
8. Choose an appropriate ​rule name​ for you to identify it later 
9. Select ​Do not inspect​ from the certificate drop-down menu 

10. Add the filter created above from the filters drop-down list and click ​Set 
11. Click ​Create Rule 
12. Move the newly created rule to the top of the policy list and tick the ​Active                               

checkbox 

Note: Depending on your Web Filtering policy, it may also be necessary to allow / whitelist the                                 
aforementioned URLs to ensure proper Chromebook usage in general. 

 

5.8. Managing expiry of certificates  

When certificates are generated (please see section 6 for details), the school chooses the                           
Duration​ of 1, 3 ,5 or 7 years. 

Please make note N4L does not manage the expiry of certificates, therefore note the expiry date                               
of your certificate and put a process in place in which: 
1. A reminder is generated before expiry 
2. A new certificate is generated before expiry (either you manage or contact N4L to assist                             

with the creation of a new certificate) 
3. The new certificate is deployed to all devices 
4. Update the school’s Secure Website Inspection policy (either you manage or contact N4L                         

to for assistance). 
 
Once a new certificate has been generated for your school, and the new certificate has been                               
rolled out to all devices requiring filtering, the necessary changes can be made within the Web                               
Filtering Dashboard.  

To update the Secure Website Inspection policy login to the Web Filtering Dashboard 

Click on Admin - > HTTPS Inspection -> Policy 
Click on Edit to modify any existing rules which reference the soon to be expiring certificate 
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Next select the newly created certificate from the drop-down list and save the changes. 

 

From now on when users browse to sites defined within the Secure Website Inspection rule they 
will be presented with the new filtering certificate. 
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6. Individualised Filtering 
The integration of a Directory Service allows schools to leverage their existing systems to gain                             
more from the N4L Web Filtering dashboard, rather than just a “one-size fits all” filtering                             
solution. 

Individualised Filtering allows schools to define different levels of access for different groups of                           
users, or even individual users.   

Scenarios can include: 

● Allowing different browsing rules for different groups of users 
● Disallowing internet browsing for a defined group of users 
● Disallowing browsing at specific times for a defined group of users 

 

Once implemented, users not already logged in will be required to authenticate their browsing                           
session by logging in with their school network credentials. 

As user based filtering requires cookies to maintain session states, only browser based web                           
access is supported. If a “User Agent” e.g Desktop or Mobile Application does not support                             
cookies then additional rules will be required to cater for such cases.  

Almost any directory service which supports AD/LDAP or SAML can be added to the N4L Web                               
Filtering Dashboard. LDAP Acceptance testing has been completed using Windows (Active                     
Directory) and Novell network directories. SAML acceptance testing has been performed using                       
SimpleSAMLphp, OpenAM and ADFS. Encryption for both protocols is supported and                     
recommended.  

6.1. Overview of the process  

Once you have placed your request for Individualised Filtering with N4L you will need to do the                                 
following: 

1. The school will supply N4L with a contact person that will manage the schools directory                             
service. This may be your Web Filtering Administrator if they have a technical                         
background. 

2. N4L will open up the relevant ports on the Managed N4L Router/Firewall to allow the                             
CCWS platform to connect to your schools directory service as required. 

3. The allocated IT Administrator will:  
● Contact N4L to ensure relevant details have been supplied for the Firewall Rules                         

to be implemented (if not already done) 
● Create an inspection certificate for your school in the Web Filtering dashboard 
● Create an LDAP/SAML Connection 
● Create User groups 
● Create an EasyID login screen for user authentication (AD/LDAP only) 

4. The IT Administrator and the Web Filtering Administrator can then make changes to the                           
N4L Web Filtering Dashboard to change the filters, rules to filter by user group as                             
required. 
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6.2. Individualised Filtering Prerequisites 

6.2.1. Inspection Certificate 

For LDAP or SAML to be successfully integrated into N4l’s Platform, you will need to created an 
Inspection Certificate and deploy this to your devices. To do this, please refer to Section 3 of this 
document, or ​Click Here  

6.2.2. Firewall Rules (Not Required for SAML) 

A school must permit inbound read-only access on TCP port 389 for LDAP or TCP port 636 for 
secure LDAP to the LDAP server from the following public IP addresses: 

● 80.254.145.4 
● 202.177.218.34 
● 210.55.186.224 
● 210.55.186.225 
● 108.171.130.224 
● 108.171.130.225 
● 108.171.133.224 
● 108.172.133.225 
● 46.255.41.27 
● 46.255.41.28 
● 108.171.134.225 
● 108.171.134.224 

 
The N4L Helpdesk can arrange the necessary inbound firewall rules and restrict access to just 
the public IP addresses listed above.  To request changes for your school email 
support@n4l.co.nz​. 

6.2.3. User Groups 

The N4L Web Filtering dashboard can use different groups to define a set of users: 

● The group can be an existing group; or 
● One specifically made for the purpose of filtering   

 
Notes:  

● Users can be a member of more than one group 
● All users that need to authenticate must be a member of at least one group 
● In order to make use of user groups within the filtering dashboard, groups must first be 

setup to reference an LDAP or SAML group. 

6.2.4. Rollback Plan 

Before you enable your directory service integrated filtering rules, be sure to keep any existing 
filtering rules in a disabled state should you need rollback due to any difficulties.  
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6.3. Setting up Individualised Filtering 

6.3.1. Creating an LDAP Connection (AD/LDAP only) 

1. Log in to your N4L Web Filtering dashboard 
2. Click on the ​Admin​ tab 

 

3. The first task is to define the IP address of the LDAP server as a ​Scanning IP to your                                     
dashboard 

3.1.1. Choose ​Scanning IPs​ from the ​Your Account ​dropdown menu 
4. Type in the public IP address of the LDAP server(s), including the network mask 
5. Click ​Submit   

This information is used to configure the CCWS “Tower” firewalls to permit access from CCWS to                               
the LDAP server(s) in the range defined by the Scanning IP entry.  

 

6. Choose ​Management​ from the ​Authentication​ dropdown menu  
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Here there are four sections: 

● Upload LDAP Certificates (see step 7) 
● Authentication Realms (see step 8) 
● Cookie Expiry (see step 9) 
● Download Audit report (see step 10) 

 

 

Note: While LDAP and LDAPS connections are secured by a firewall, user credentials transmitted                           
when using LDAP are transmitted between the CCWS platform and your LDAP server in plain                             
text. It is recommended to make use of LDAPS where possible. LDAPS uses an SSL/TLS                             
connection between the CCWS platform and your LDAP server to ensure user credentials remain                           
secure at all times. 
 

The following guide can be followed for help on creating a suitable certificate within a Microsoft                               
environment: 
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http://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.asp
x​ .  

In a Unix environment the same process would need to be followed, which involves creating a                               
self-signed certificate and the necessary configuration adjustments to your LDAP directory to                       
enable LDAPS. 

If you do not wish to make use of LDAPS you may skip step 7. 

7. In the ​Upload LDAP Certificates​ section:  
7.1. Provide a name for your LDAPS certificate 
7.2. Click ​Choose File​ to locate your certificate 
7.3. Click ​Add​ to upload the certificate to the N4L Web Filtering dashboard 

 

8. In the ​Authentication Realms​ section: 
8.1. Select ​Add LDAP Realm​ or choose to edit an existing realm 

 

8.2. Select ​Add LDAP Realm​ or choose to edit an existing realm 
8.2.1. Provide a name for your realm 
8.2.2. Enter the IP address of your read-only LDAP server as supplied earlier 
8.2.3. Select the protocol LDAP or LDAPS, this will auto populate which port to 

use 
8.2.4. If using LDAPS, select the certificate uploaded earlier from the list 
8.2.5. Click on ​Check Connection​ to save your settings 
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8.3. The N4L Web Filtering Dashboard will then attempt to make a connection to your 
LDAP server/s, and if all the firewall rules are correct then ​“​Successfully 
connected via …”​ results will be displayed.   

Note: A successful connection is not required to all the servers. 
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8.4. Once the connection is established ​Bind DN ​credentials can be entered. Your 
school’s IT administrator will be able to supply you with these details to:  

8.4.1. Enter the ​Bind DN​ user details and password 
8.4.2. Click ​Check Authentication   
8.4.3. If the bind is successful the ​Server Type​ will be returned 

Note: Any valid user with at least read access to the directory can be used. The format of the 
Bind DN​ user must match the syntax used by the particular directory that is being used. 

 

If the password of the ​Bind DN​ user is ever changed then this ​must​ be reflected here too. 

8.5. Scroll down to LDAP Group and add the following details:  
8.5.1. For Search Base, enter the details for the specific LDAP server.  This could 

refer to just a specific CN if required eg “CN=Users,DC=domain,DC=local” 
8.5.2. Complete details as shown for: 

● Search Attribute 
● User Filter Query 
● Subject Attribute – this should be set to “Custom” and 

“sAMAccountName” 

 

Page 42 of 81 



 

 

8.5.3. Groups can be excluded, which doubles to improve authentication speed 
8.5.4. Next we will test to make sure we have supplied the correct group details. 

If the LDAP server is a Windows domain controller, select “WinNT Groups” 
from “Groups Display”.  Otherwise select “LDAP Standard” from the 
pull-down menu  

8.5.5. To check a user enter the username into the “Check Sample User” box 
and click “Check LDAP” 
● In the example below the “WinNT://” groups are displayed 
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● If “LDAP Standard” is selected then the full LDAP paths for the 
groups are displayed. 

 

Note: Later “Groups” will need to be defined to N4L Web Filtering dashboard in order to allow 
user based filtering, and these user checks help ensure you provide the correct information to 
match the groups back to your directory structure. 

8.5.6. Next we have the ability to define how users who do not successfully 
authenticate against your directory are handled. 

 

 

 

 

 

 

 

8.6. Finally click ​Apply Settings 
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9.  In the ​Surrogate Mechanism​ section you have the option to define the ​Cookie Expiry 
times.  

Options: 

● By default a cookie is non persistent meaning that it will expire when the browser is                               
closed down.   

● You may choose to force users to authenticate daily, meaning a one day Cookie Expiry                             
may be considered.  

● If you prefer you can set a cookie to be persistent. This means that all users on the                                   
device sharing the same profile will  effectively be logged in for the lifetime of the cookie.  

● Long session times could be used, however if a user ever needed to be logged out or                                 
suspended, cookies would need to be manually deleted using ‘behind the scenes’                       
features of each browser.  

 

 

Note: In order to implement Individualised Filtering the user agent must support cookies. There                           
are many applications (non-browser based) which will not support user authentication. The web                         
filtering rules are flexible enough to allow a mixture of authenticated browser access and                           
non-authenticated “other” application access.   
As an example, this would allow a school to permit access from an iPad to the TVNZ OnDemand                                   
app but block access to the Facebook or YouTube apps. 

If you have not yet completed the training material, a full set of resourcesare available on                               
the ​N4L website (http://www.n4l.co.nz/managednetwork/webfiltering/) . The material             
covers web filtering, filters, schedules, rules and policy creation. 
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10. In order to troubleshoot any LDAP connectivity issues between the N4L Web Filtering 

dashboard and your LDAP servers, an audit log can be obtained by selecting the time 
period (last 5 minutes, last hour or last day) and clicking on the .csv export icon. 

 

 

6.3.2. Creating LDAP Groups 

1. Log in to your N4L Web Filtering dashboard 
2. Click on the ​Admin​ tab 
3. Choose ​Groups​ from the​ Management​ dropdown menu 

 

 

4. To add a group you can either: 
4.1. Add a “WinNT://” group click ​Add Directory Group​; or 
4.2. Add a “LDAP Standard” group click ​Add Custom Group 

 

Note: 
WinNT:// is used for Windows Active Directory groups. All other LDAP groups should be set us as                                 
"LDAP Standard" groups. WinNT is a shorter form of the group name. LDAP can still be used but                                   
the syntax of the group name is far more complex​. 
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A Directory Group must be defined with ”WinNT://” as the prefix for AD, or “LDAP://” as the                                 
prefix for LDAP directory services. 

 

A ​Custom Group​ is used for all other “LDAP Standard” groups: 

 

Note: The critical part of using a group name is to use the​ same format ​as defined by the output 
when checking a sample LDAP user, as shown earlier. 

“WinNT Group”: 
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“LDAP Standard”: 
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6.3.3. SAML Integration 

1. Log in to your N4L Web Filtering Dashboard 

2. Click on the ​Admin​ tab 

 

 

3. Choose ​Management​ from the ​Authentication​ dropdown menu  

 

 

Here there are three relevant sections: 

● Authentication Realms (see step 8) 
● Surrogate Mechanism (see step 9) 
● Download Audit report (see step 10) 
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4. In the ​Authentication Realms​ section: 

4.1 Select ​Add SAML Realm​ or choose to ​Edit​ an existing realm 

 

4.2. When prompted click​ Export our SAML metadata​, or click ​view our SAML 
configuration​ if your SAML Identity Provider does not support importing a .XML 
SAML metadata file.  

 

 

4.3 The next step is to import the N4L Web Filtering SAML metadata into your IdP. If 
you are using a hosted SAML Identity Provider and this is the first time the 
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Identity Provider system has integrated with N4L’s Web Filtering platform, the 
administrators of the system may need to do this for you. 

4.2.2 Next we’ll configure the Web Filtering dashboard with your Identity                   
Provider’s configuration details by clicking Import your IdP metadata and                   
selecting your SAML metadata .XML file, or by clicking Manually enter your                       
IdP details if you do not have them in .XML format. 

 

4.2.3 Once you have either imported your SAML metadata or entered the                     
details in manually, including uploading of your IdP certificate, you need to                       
supply the Realm Name to identify the IdP. This can be anything you like.                           
Next enter the Group Attribute which the web filtering platform will use to                         
find user’s group associations within the SAML assertion. Your Identity                   
Provider will be able to supply this to you. 
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4.3 It is your responsibility to ensure that user data transferred over SAML contains                           
only relevant information for the purpose of web filtering, such as web filtering                         
groups and a human readable unique identifier supplied in the ​SAML NameID                       
attribute field. This unique identifier could be an email address or other unique                         
identifier.  
 
The user's ​NameID value will be used to identify users within web filtering                         
reports, therefore supplying the default hashed ​NameID value would make                   
reporting on user activity extremely difficult.  

 

5. In the ​Surrogate Mechanism​ section you have the option to define the ​Cookie Expiry 
times.  

 

Options: 

● By default a cookie is non-persistent meaning that it will expire when the browser is                             
closed down. 

● You may choose to force users to authenticate daily, meaning a one-day cookie expiry                           
may be considered. 

● If you prefer you can set a cookie to be persistent. This means that all users on the                                   
device sharing the same profile will effectively be logged in for the lifetime of the cookie.  

● Long session times could be used, however if a user ever needed to be logged out or                                 
suspended, cookies would need to be manually deleted using ‘behind the scenes’                       
features of each browser.  

 

Note: In order to implement Individualised Filtering the user agent must support cookies. There                           
are many applications (non-browser based) which will not support user authentication. The web                         
filtering rules are flexible enough to allow a mixture of authenticated browser access and                           
non-authenticated “other” application access. As an example, this would allow a school to permit                           
access from an iPad to the TVNZ OnDemand app but block access to the Facebook or YouTube                                 
apps. 

If you have not yet completed the training material, a full set of resources are available on                                 
the ​N4L website​. The material covers web filtering, filters, schedules, rules and policy                         
creation. 
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6.3.4. Creating SAML Groups 

1. Log into your N4L Web Filtering Dashboard 

2. Click on the ​Admin​ tab 

3. Choose ​Groups​ from the​ Management​ dropdown menu 

 

 

4. To add a group:  

4.3. Click ​Add Group 
4.4. Enter the ​Group Name​ as found in your SAML Identity Provider system 
4.5. Choose ​Customer Group​ for the group type. 

 

5.  Once you have created your Groups they can later be referenced when creating web                           
filtering filters which are discussed later in this guide. 
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6.3.5. Creating an EasyID Login Screen (AD/LDAP only) 

You may create a custom login screen  

EXAMPLE:  

 

Here you can define:  

● A custom graphic to place at the top of the screen, and  
● Custom text that will be displayed to all users 

 
1. Log into your N4L Web Filtering dashboard 
2. Click on the ​Admin​ tab 
3. Choose ​User Messages​ from the​ Authentication​ dropdown menu 
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4. Any .jpg, .gif or .png file smaller than 500KB may be used in place of the standard graphic   
5. The “Help text”, “User name text”, “Password text” and “Disclaimer text” may all be 

defined 
6. Once defined click “Preview”  
7. Save the message by clicking “Apply Settings” 
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6.4. Web Filtering Rules 

6.4.1  Content Filtering Overview 

For detailed training on web filtering, please see the training material on the ​N4L website​.                             
(www.n4l.co.nz/managednetwork/webfiltering/) ​All schools have a profile in their filtering                 
dashboard.   

● A profile is a collection of filtering rules.   
● Each profile can have up to 100 rules. 
● A ​Rule​ consists of: 

 
o WHAT​: The filter that defines the actual content to be allowed or blocked 
o WHO​: The group(s) a rule can apply to  
o WHEN​: The schedule that is chosen to say when the rule will apply 

 
When creating a rule it is strongly advised to have only one “What” filter and only one “When”                                   
schedule in a rule.  You may have multiple ​Who​ groups, including the use of exceptions. 

All rules must have a ​What​ and a ​When​ component. 

A ​What​ filter must be explicitly selected for every rule. 

By default the ​When​ schedule is ​anytime​ and this may be changed as desired. 

The ​Who component of a rule is optional. By default no groups are added meaning the rule will                                   
apply to everyone. 

Each ​Rule​ has a ​Rule Action​ setting: 

● Allow​ - Access is allowed, and data is stored for reporting purposes 
● Anonymize​ - User, group, internal, and external IP details are replaced with 

“undisclosed” in reporting data 
● Authenticate​ - The user must authenticate 
● Block​ - Access is denied 
● Warn​ - Access is allowed only if the user clicks through the warning page.  You 

can define the html code that shows on the Acceptable Use Policy page. 

Before a rule can be processed it must be made active. This can be done in either the rule                                     
definition screen or on the rule summary screen. 

The ​Rules are processed in hierarchical order. The order can be updated on the rule summary                               
screen. All changes to ​Rules​, including filters, schedules and groups, are updated and available                           
within a few minutes. 

The ​Child Abuse Content category: This category is never displayed and the block setting                           
cannot be disabled. All browsing is subject to the Department of Internal Affairs Digital Child                             
Exploitation Filtering.  

For details about this filter please see: ​http://www.dia.govt.nz/censorship-dcefs 

The ​Dynamic Classification Engine will attempt to classify previously unclassified websites                     
based on their content. Currently the categories that are supported by the Dynamic                         

 

Page 56 of 81 

http://www.n4l.co.nz/managednetwork/webfiltering/
http://www.dia.govt.nz/censorship-dcefs
http://www.dia.govt.nz/censorship-dcefs


 
Classification Engine are ​Pornography, Gambling, Hate Speech, Filter Avoidance, Illegal Drugs and                       
Illegal Downloads. 

Schools may choose to enable or disable the ​Dynamic Classification Engine​, along with a range                             
of other features:  

1. Log into your N4L Web Filtering dashboard 
2. Click on the ​Web Filtering​ tab 
3. Choose ​Global Settings​ from the​ Management​ dropdown menu 
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6.4.1.1. “​Who” Groups 

All ​Who​ groups should be defined as described earlier:  

1. Log into your N4L Web Filtering dashboard 
2. Click on the ​Admin​ tab  
3. Choose ​Groups​ from the​ Management​ dropdown menu 

It is possible to manually add users and place these users in custom groups. This document is                                 
focussing on users and groups defined by LDAP so it will not be covered here. 

 

6.4.1.2. “​What” Filters 

What filter rules are the core of the dashboard. Typically a school will have two predefined ​What                                 
filter rules: 

● One will be a specific ​Allow​ filter and  
● the other a specific ​Block​ filter. 

 

1. Log into your N4L Web Filtering dashboard 
2. Click on the ​Web Policy​ icon 

 

3. Choose ​Filters​ from the​ Management​ dropdown menu  
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Please Note:   

● A ​Rule​ may be given the same name as a ​Filter​.   
● Ensure that you are editing the ​Filter​ rather than the ​Rule​.   

The example below shows how ​Rules​ and ​Filters​ can have the same name: 

 

● The ​Rules​ (on the left) have the same names as the ​Filters​ on the right.   
● Filters​ cannot be edited from this screen.   
● If you see the above screen when attempting to edit a ​Filter​ - click on ​Filters​ in the 

Management​ dropdown menu as previously described. 

Important reminders: 

● Schools may not edit the “Master” filters.  The “Master” filters apply to all N4L schools. 
● Schools may view the “Master” filters (just click on the filter) to see what is being blocked.                                 

If a school needs to allow a site blocked by a “Master” filter then a school will need to                                     
create a rule to explicitly allow access.. 

A filter is a combination of: 

● Inbound,  
● Bi-directional, and  
● Outbound filters 

A filter is then set to “Allow”, “Block” (or other action as defined earlier) by the rule that it is a part 
of. 
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Inbound Filters: 

● Categories​:  Any or none of 78 different categories can be selected.  A full description of 
each category is available on our website at: 
http://www.n4l.co.nz/managednetwork/contentfilteringcategories/ 

● Domains​: Place each domain or URL (omit the protocol http:// or https://) on its own line. 
Subdomains and paths are permitted.  Network addresses or ranges are permissible (e.g. 
17.0.0.0/8 or 8.8.8.8 etc). 

● Content Types​: You may select common applications, audio, video or image types.  You 
may define custom MIME types. 

● File Types​:  File types from a popular range of extensions can be selected or you can add 
your own custom file types. 

Bi-directional filters: 

● Application​s: Specific applications or parts of applications can be selected eg Facebook 
Video Chat, iTunes Music or Google+ Hangouts. 

● Exceptions​: Specific domains or networks can be entered here that act as exceptions to 
any categories or domains selected as a part of the Inbound Filter rules. 

● Protocols​: FTP over HTTP, HTTP or HTTPS protocols can be selected. 
● Custom User Agents​: a user agent is any application that can access the internet.  This 

could be a web browser or an application like Skype, iTunes or a media player.  Common 
browser types are listed. Be wary if using a wildcard (e.g. “*” as a custom user agent as 
this selects any user agent). 

Outbound Filters: 

● File Matching​:  You must first have created a file information database via the “Admin”, 
“Management”, “File Info DBs” menu.  This could be used to filter for words within files. 

● Keywords​: You must first have created a dictionary of words via the “Admin”, 
“Management”, “Dictionaries” menu.  This could be used to filter words used on search 
web sites. 
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● Outbound File Types​: file types from a popular range of extensions can be selected or 

you can add your own custom file types. 
● Preconfigured IDs​: this can be used to prevent (or permit) the use of identity 

information (e.g. a credit card) on a website. 
● Regular Expressions​: specific patterns of symbols, letters and numbers can be matched. 

 

6.4.1.3. “​When” Schedules 

To access a ​Schedule​: 

1. Log into your N4L Web Filtering dashboard 
2. Click on the ​Web Filtering​ tab 
3. Choose ​Schedules​ from the​ Management​ dropdown menu 

 

Notes: 

● A schedule can be any time period on any day.  The time period can run overnight from 
(e.g. 23:00 to 06:00).  Schedules use 15 minute boundaries only. 

● A schedule can contain only one time period but it can be replicated over several days. 
● Schedules are easiest to use if a rule only contains one schedule 
● Remember time zones 
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7. Case Study from Mt Aspiring College supplied by               
Tim Harper 

The best way to demonstrate Secure Website Inspection and Individualised Filtering is to show a                             
highly customised example from a real school. 

At Mt Aspiring College the web use policy was defined as: 

● Staff: able to access most of the internet except for categories deemed as objectionable                           
(e.g. Pornography) at any time. 

● Banned Students: unable to access the internet at any time. 
● Privileged Students: able to access most of the internet except for objectionable sites.                         

Game sites may not be accessed during class time. Social networking (eg Facebook),                         
streaming media (eg YouTube) and auction sites (eg TradeMe) may be accessed in class                           
time as their course work requires it – (e.g. Young Enterprise, Music, Drama etc). 

● Standard Students: able to access most of the internet except for objectionable sites.                         
Sites classified as games, social networking, streaming media or auction sites may not be                           
accessed during class time but are accessible before school, interval, lunch and after                         
school. 

● No students can access sites classified as games, social networking, streaming video or                         
auction sites during hostel prep times (Tuesday and Thursday from 7pm – 9pm.) 

● No students can access the internet between 11pm and 6am. Hostel students need to                           
sleep. 

A​ Web Filtering​ policy / rule set was designed to meet the needs of the school web use policy. 

7.1. “Who” Directory Groups 

The following groups were established: 

 

Within Active Directory all users are a member of at least one of the above groups. 

● Staff are only members of the “Scansafe_Staff” group. 
● All students are members of the “MacSenior” group. 
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● Students banned from the internet are members of the “MacSenior” and “No-Internet”                       

groups. 
● Students with privileges internet are members of the “MacSenior” and “Social-media-OK” 

groups. 
● All users and group memberships are managed via Active Directory. 

 

7.2. “When” Schedules 

To fit the time requirements of the web use policy the following schedules were created. The                               
three “Master” and last “Anytime” schedules exist by default. 

 

All the schedules were designed to be “best-fit” within the 15 minute boundaries defined by                             
CCWS and the actual period start/finish times used by the school. 

 

7.3. “What” Filters 

To fit the ​What requirements of the school’s web use policy the filters listed below were created.                                 
The five “Master” and last “default” filters exist by default. 

The “-standard-allow” and “-standard-block” filters also exist by default and these have been                         
modified to fit the needs of the school. 

The “Allow Explicit Words” filter has been created to counter the effects of some of the master                                 
filters that prohibit searching for banned words. In particular the school found it necessary to                             
allow search terms that included the words “kill” or “execution” as students were searching for                             
material about “To Kill a Mockingbird” for English or “application execution” for Computer                         
Studies. 
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Taking each of the above filters in turn: 

7.3.1. “Allow Explicit Words” - outbound keyword 

 

The dictionary “Allow – Explicit Keywords” was created from the “Admin”, “Management” menu                         
by choosing “Dictionaries”, adding a new dictionary then manually adding permitted explicit                       
keywords to the dictionary.  
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7.3.2.  “Authenticate Filter” – Bidirectional custom user 
agent 

 

Only user agents capable of supporting authentication have been referenced. The correct use of                           
this filter in a rule will force all browsers to authenticate but still allow operating system updates,                                 
AV updates, Dropbox, Google Drive, SkyDrive, iPad applications (eg TVNZ OnDemand etc) and                         
more to work as intended. 

 

 

   

 

Page 65 of 81 



 

7.3.3. “Block Everything” – Bidirectional custom user agent 

 

This filter is designed to block access for any user agent. It contains just the “*” wildcard                                 
character as a custom setting. In reality this filter will only block browsers as it will be used in                                     
conjunction with a “Who” filter and any non-authenticating user agent will thus not be subjected                             
to the rule. 

If necessary further non-CCWS actions could be taken to remove the device from the school’s                             
network if it is a BYOD device being used for access or the user’s network account could be                                   
suspended if access was happening from a school machine. 

 

7.3.4. “MAC Staff Allow” – access to nearly everything is 
permitted 

Inbound Categories:  nearly all categories except those deemed to be objectionable are selected. 

Inbound Content Types:  All content types are selected. 

Inbound File Types:  All file types are selected. 

Bi-directional Applications:  All applications (including sub categories) are selected. 

Bi-directional Protocols:  All protocols are selected. 

Bi-directional Custom User Agents:  the wildcard “*” is used as a custom user agent. 
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7.3.5. “-standard-allow” – inbound domains 

Inbound Domains:  a selection of whitelisted domains and IP ranges that have been requested 
by teachers have been whitelisted. 

7.3.6. “-standard-block” – inbound categories and domains 

Inbound Categories:  the categories “Alcohol”, “Dynamic / Residential”, “Lingerie and Swimsuits”, 
“Peer File Transfer”, “Pornography” and “Tobacco” are selected. 

Inbound Domains:  ask.fm is entered as a domain. 

 

7.3.7. “-standard-block” bidirectional exceptions 

Bi-directional Exceptions: a range of useful website that would otherwise be blocked by an                           
inbound category have been entered. For example nzwine.com and feltonroad.com are on the                         
list as these sites are needed for study but would otherwise be blocked by the “Alcohol” category. 

 

7.3.8. “Social Games” – inbound categories 

Inbound Categories:  the categories “Auctions”, “Games”, “Social Networking” and “Streaming 
Video” are selected. 

 

7.3.9. “Social Media” – inbound categories 

Inbound Categories:  the categories “Auctions”, “Social Networking” and “Streaming Video” are 
selected. 
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7.3.10. Policy List:  Putting all the Rules together 

 

The final Web Filtering policy is a list of 15 active rules. A policy can support a maximum of 100                                       
active rules. The rules are processed in hierarchical order – once a rule is matched rule                               
processing ceases and the user is permitted or blocked accordingly. 

The policy rules used by Mt Aspiring College also assume that Secure Website Inspection is used                               
to assist the filtering of secured websites eg ​https://www.facebook.com​. The details for each rule                           
in the policy are defined below. For the details on each group that the rule applies to, the filters                                     
used and the schedules that apply to the rule please see the details earlier in this document. 

i. MAC Authenticate 
The purpose of this rule is to force all users with a browser to authenticate at any time of day.                                       
No group is defined (meaning the rule will apply to everyone); the filter is “Authenticate Filter” (all                                 
browser types selected in as “User Agents”); the schedule is for any time. 
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ii. Students Banned 
The purpose of this rule is to block students who have been banned from using the internet via a                                     
web browser from having access regardless of the time of day. The group defined is                             
“WinNT://master\No-Internet”; the filter is “Block Everything” (all browser types and custom                     
agents are selected); the schedule is for any time. 

 

 
iii. No Student Access 
The purpose of this rule is to block students from using the internet via a web browser between                                   
11pm and 6am. The group defined is “WinNT://master\MacSenior”; the filter is “Block Everything”                         
(all browser types and custom agents are selected); the schedule is for “No_Overnight_Access”                         
(11pm – 6am daily). 
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iv. Standard Allow 
The purpose of this rule is to allow access when no authentication is possible to have a minimum                                   
level of access to resources at any time. The groups defined are all the groups as exceptions so                                   
this will apply only to unauthenticated users; the filter is “mtaspiringcollege-standard-allow” (a                       
whitelist of domains and network ranges); the schedule is for “anytime”. 

 

v. Standard Block 
The purpose of this rule is to block access when no authentication is possible to specified                               
resources at any time. The groups defined are all the groups as exceptions so this will apply only                                   
to unauthenticated users; the filter is “mtaspiringcollege-standard-block” (a black list of                     
categories, domains and network ranges; and a white list of exceptions); the schedule is for                             
“anytime”. 
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vi. Authenticated Block 
The purpose of this rule is to block access when authentication is possible to specified resources                               
at any time. The groups defined are all the groups except the “No-Internet” group; the filter is                                 
“mtaspiringcollege-standard-block” (a black list of categories, domains and network ranges; and                     
a white list of exceptions); the schedule is for “anytime”. 

 

vii. Authenticated Staff 
The purpose of this rule is to allow access for staff to all resources at any time. The group                                     
defined is “WinNT://master\Scansafe_Staff”; the filter is “MAC_Staff_Allow” (a white list of                     
categories, content and file types, applications and user agents); the schedule is “anytime”. 
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viii. Social_Media_OK 
The purpose of this rule is to allow access for privileged students to social and media sites during                                   
class time. The group defined is “WinNT://master\Social_Media_OK”; the filter is “Social_Media” (a                       
white list of categories); the schedule is “Periods_1_2” or “Periods_2_3” or “Periods_6” as required.                           
(There are three separate rules for each scheduled time.) 

 

ix. Student_Social_Block 
The purpose of this rule is to block access for non-privileged students to social, games and media                                 
sites during class time. The group defined is “WinNT://master\MacSenior”; the filter is                       
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“Social_Games” (a black list of categories); the schedule is “Periods_1_2” or “Periods_2_3” or                         
“Periods_6” as required.  (There are three separate rules for each scheduled time.) 

 

x. Hostel_Prep 
The purpose of this rule is to block access for all students to social, games and media sites                                   
during Hostel prep time. The group defined is “WinNT://master\MacSenior”; the filter is                       
“Social_Games” (a black list of categories); the schedule is “Tuesday-Thursday_Prep”. 

 

xi. Authenticated_Allow_explicit_Words 
The purpose of this rule is to allow access for all students to search sites using explicit words at                                     
any time. No group is defined (meaning the rule will apply to everyone); the filter is                               
“Allow_Explicit_Words” (a white list of words that are otherwise blocked from searches for all                           
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schools eg “kill” as in “to kill a mocking bird” or “execution” as in “application execution” etc); the                                   
schedule is “anytime”. 
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8. Web Filtering Policy Examples 

8.1. Web Filtering Example 1: Basic Filtering with Secure Website 
Inspection 

 
 

Web Filtering Policy   

Rule Name  Groups/IPs  Filter  Schedule  Action  Explanation 

Allow 
Chromebook 
Management 
Traffic 

Anyone/All 
Networks 

Specific  
Allowed Google 
Domains 
(see section 5.7) 

anytime  Allow  Always allowing 
a set of Google 
sites needed 
for 
Chromebooks 
to receive 
security policy 
updates. 

Specific 
Allowed Sites 

Anyone/All 
Networks 

Specific Allowed 
Sites & Categories 

anytime  Allow  Bypassing the 
default Web 
Filtering rule if 
needed. 

Default Block  Anyone/All 
Networks 

Specific Blocked 
Sites & Categories 

anytime  Block  Default Web 
Filtering block 
rule 
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HTTPS Inspection Policy   

Rule Name  IPs  Filter  Certificate  Action  Explanation 

Do Not 
Inspect 

Server_LAN 
Guest_LAN  

All Categories  N/A  Do not 
inspect 

Never 
inspecting 
secure Server 
or  Guest WiFi 
traffic 

Do Not 
Inspect 
Chromebook 
Management 
Traffic 

Anyone/All 
Networks 

Specific Allowed 
Google Domains 
(see section 5.7) 

N/A  Do not 
inspect 

Never 
inspecting a set 
of secure 
Google sites 
needed for 
Chromebooks 
to receive 
security policy 
updates. 

Inspect 
Traffic 

Anyone/All 
Networks 

Specific Sites & 
Categories 
 

Yes  Inspect 
with your 
school 
specific 
certificate 

Choosing to 
inspect secure 
traffic for 
selected 
categories such 
as Search 
Engines and 
Social Media. 
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8.2. Web Filtering Example 2: Individualised Filtering with Secure 
Website Inspection 

 

Web Filtering Policy   

Rule Name  Groups/IPs  Filter  Schedule  Action  Explanation 

Servers  Server_LAN  All Categories  anytime  Allow  No filtering for 
on­site servers 

Guest Wifi 
Allow 

Guest_LAN  Allowed Guest 
Access 

anytime  Allow  Providing fairly 
restricted 
access to guest 
users. 

Guest Wifi 
Block 

Guest_LAN  All Categories  anytime  Block  Blocking all 
other internet 
access to guest 
users which is 
not defined 
above. 

Always Allow  Anyone/All 
Networks 

Specific Allowed 
Sites & Categories, 
including  
specific allowed 
Google Domains as 
per section 5.7 

anytime  Allow  Allowing 
unauthenticated 
access to some 
sites for devices 
which don’t 
support cookies, 
and sites which 
all users require 
access to 
without a need 
for per user 
reporting. 

Authenticate   Anyone/All 
Networks 

All Categories  anytime  Authenticate  Force all users 
to now 
Authenticate 

Authenticated 
Staff 

Staff 
Directory 
Group 

Staff Authenticated 
Sites & Categories 

anytime  Allow  Sites which 
Staff are 
allowed to 
access 

Authenticated 
Students 

Student 
Directory 
Group 

Student 
Authenticated Sites 
& Categories 

anytime  Allow  Sites which 
Students are 
allowed to 
access 

Default Block  Anyone/All 
Networks 

Specific Sites & 
Categories 

anytime  Block  Default Web 
Filtering block 
rule 
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HTTPS Inspection Policy   

Rule Name  IPs  Filter  Certificate  Action  Explanation 

Never 
Inspect 

Server 
LAN 
Guest 
LAN  

All Categories  N/A  Do not 
inspect 

Never inspecting 
secure Guest 
WiFi traffic as 
guests are 
unlikely to have 
the Web Filtering 
certificate on 
their device. 

Never 
Inspect 
Chromebook 
Management 
Traffic 

Anyone/All 
Networks 

Specific Allowed 
Google Domains 
(see section 5.7) 

N/A  Do not 
inspect 

Never inspecting 
a set of secure 
Google sites 
needed for 
Chromebooks to 
receive security 
policy updates. 

Inspect 
Traffic 

Anyone/All 
Networks 

Staff Authenticated 
Sites & Categories 
 
Student Authenticated 
Sites & Categories 

Yes  Inspect with 
selected 
certificate 

Inspecting 
Traffic from the 
Authenticated 
Staff and 
Authenticated 
Students Web 
Filtering Policy 
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9. Troubleshooting 

Checking connectivity to the Platform  
 

There are several tools available to help troubleshooting N4L Web Filtering, the first being a check to 
ensure your school is actively using the system.  

You can check that the Web Filtering service is enabled by browsing to ​http://whoami.scansafe.net 

If the filtering dashboard is enabled your browser will return text similar to this: 

 

Where  a user has authenticated as part of Individualised Filtering, the user’s username and associated 
directory groups will also be listed. 

If the Web Filtering Dashboard is not enabled your browser will return this text: 

 

 

If the N4L Web Filtering service is not enabled you should contact N4L via email on ​support@n4l.co.nz 
to understand why this may be the case. 
 

 

Page 79 of 81 

http://whoami.scansafe.net/
http://whoami.scansafe.net/
mailto:support@n4l.co.nz


 

Policy Tracing 
 

To check your settings to ensure they are being applied as you set them up through the filtering rules 
and policies, you can do a policy trace: 
 

1. Open your internet browser on a computer that is configured to the filtering dashboard 

2. Type in ​http://policytrace.scansafe.net 

2.1 Enter the URL in the ​Enter URL​ box for the site you want to run a policy trace for and click ​GO 

 

 

 

The result will show which rule has caused the allow/block action, or advise that no rule has been 
matched which results by default in an Allow action as seen in the example below.  
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Where a user has authenticated as part of Individualised Filtering, the user’s username and                           
associated directory groups they are part of will also be listed. This can be used to ensure the                                   
schools filtering policy is referencing the correct directory groups. 

Using these two features you can make sure everything is working the way it should be. 

 

 

 

For any assistance or questions, please contact the N4L Helpdesk 
Support@n4l.co.nz 
0800 LEARNING 
www.n4l.co.nz 

Please see our website for links to: 

● Web filtering video tutorials, manual and quick reference guides 
● FAQs 

●  
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