III@ Let's tackle cyber crime together

Connect
Tdhono

We provide fully funded internet
for all state and state-integrated
schools and kura across
Aotearoa. Our internet is fast,
safe and includes uncapped
data - meaning schools can

use as much as they need.

Protect
Tiaki

Access a suite of safety and
security services to help protect
you and your akonga online.
We combine our security
solutions with people power
and expertise to give you the
confidence you need.

Support
Tautoko

Whether a quick query or a
tricky technical one, we have
the right support ready to help
you. You can choose how you'd
like to access information and
assistance - it's all about what
works best for you.

We also provide a secure Wi-Fi
connection throughout the kura.

How we protect
Safety & Security Solutions

Our safety and security solutions will help keep your kura, kaiako and akonga
safe online. We make it simple to have a baseline level of protection against
online threats and inappropriate content. We do this through our Safe &
Secure Internet, which comes with the following elements and a number of
recommended settings:

I Web Filtering M Firewall M DNS Threat Protection (+SafeSearch)
I DDoS Protection

Cybersecurity Services

Our dedicated security team
proactively monitor networks,
provide notifications of threats
and vulnerabilities, identify
improvements and work with
you to help resolve or mitigate
incidents.

To protect akonga online further, you can choose these add-ons:
¥ Secure Access ¥ Mail Relay M Remote Access

N4L’s Security Team

Like a friendly neighbour,
our team keeps an eye on
your digital infrastructure.

NA4L's security experts

will let you know if they
see arisk or threat to your
network that you need to
be aware of.

Incident

This is like an intruder
or break-in on your
property - an incident
has occurred. Our
team will help support
you with the incident
response.

[ Security
Improvements

An open window or door
is like a misconfiguration
that leaves a school at risk.
This is not a vulnerability
but rather an issue of

best practice.

Vulnerability

Like a broken lock on
your door, a vulnerability
is something that has an
exploitable weak spot.

N4L's security experts
will help identify phishing,
email compromises

and malware incidents

at your school.

NA4L can help identify
vulnerabilities and work
with you to fix them.

NA4L will help with
improvements to
network configuration,
system firewall rules and
email configuration.

While we're here to support you, it's super important that you also have broader security measures in place.
That's why we're working with the Ministry of Education to help kura understand what they can do to improve their
cybersecurity posture and better protect against online threats. Let's work together to help keep your school safe.



What more can | do to protect my school?

[ Check your school is part of the Ministry of Education’s Risk Management Scheme. This includes cybersecurity insurance.
[ Sign up to Email Protection. We'll be in touch soon about this additional layer of email security, which enhances
your protection against spam and phishing attacks. It's fully funded by the Ministry of Education.
M Ensure our Safe & Secure recommended settings are enabled to provide a baseline level of protection. If you'd like
to check your settings, please get in touch.
¥ Follow CERT NZ's advice on other important actions you can implement in your day-to-day environment.
M Check out the cybersecurity tips from the Ministry of Education.
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Our Customer Support team is available
L Monday - Friday, 8:00am to 5:00pm.

Ready to chat?  oremail us at support@n4l.co.nz

Want to learn more?

Call 0800 LEARNING (532 764) n4l.co.nz/protect



https://www.education.govt.nz/school/funding-and-financials/resourcing/operational-funding/the-risk-management-scheme-contents-and-liability-insurance/
https://support.n4l.co.nz/s/article/N4L-s-Safe-and-Secure-Internet
https://www.cert.govt.nz/business/guides/keeping-your-school-network-safe/
https://www.education.govt.nz/school/digital-technology/protect-your-school-from-cyber-attacks-and-cyber-security-breaches/
mailto:support%40n4l.co.nz?subject=
https://www.n4l.co.nz/protect/cybersecurity-services/

