
Help protect your school online
Access a suite of safety and security services designed to protect kaiako and ākonga

Internet Safety & Security Services - baseline protection 

Internet Safety & Security Services make it simple for schools or kura to have a baseline level of online protection.  
It’s a suite of five services with recommended settings, designed to help keep your ākonga safer and your network 
more secure. 

Recommended settings
As part of our Internet Safety & Security Services 
we also monitor the recommended settings to 
make sure nothing has changed with the firewall or 
filtering settings, and that DNS Threat Protection is 
switched on.

It’s up to school leaders to decide the settings that 
best suit the needs of your school. To learn more 
about these settings head to n4l.co.nz/settings, or 
if you’d like to discuss your settings with us please 
get in touch. 

With all recommended
categories & websites blocked

With recommended
settings applied

*Numbers above are based on emails received by users at ~1,500 schools over a single school term.

Email Protection

For enhanced security to help protect schools and kura from the increasing number of email-based cyber threats, 
we offer an industry-leading inbound Email Protection solution. It’s fully funded for eligible schools by the Ministry of 
Education and it works together with schools’ existing Microsoft or Google email services:
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https://support.n4l.co.nz/s/article/Internet-Safety-and-Security-Services


Cybersecurity services

We proactively monitor the network and will let you know if we discover any cybersecurity risks or issues at your school. 
We’ll provide expert guidance on what you need to do to reduce the risk of any identified threats and vulnerabilities, 
and support you to identify and remediate cybersecurity incidents. Below is an illustration to explain some of the 
common cybersecurity terms you might hear from us about, and how our team helps in each scenario. 

Want to learn more?
n4l.co.nz/protect

Our Customer Support team is available 
Monday – Friday, 8:00am to 5:00pm  
Call 0800 532 764 
or email us at support@n4l.co.nzReady to chat?

What more can I do to protect my school?

	 Check your school is part of the Ministry of Education’s Risk Management Scheme. This includes cybersecurity 	
	 insurance.

	 Sign up to Email Protection. This is an additional layer of email security, which enhances your protection against 	
	 spam and phishing attacks. It’s fully funded by the Ministry of Education.

	 Ensure our Internet Safety & Security Services recommended settings are enabled to provide a baseline level of 	
	 protection. If you’d like to check your settings, please get in touch.

	 Follow the National Cyber Security Centre's (NCSC) CERT NZ’s advice on other important actions you can 		
	 implement in your day-to-day environment.

	 Check out the cybersecurity tips from the Ministry of Education and N4L's blog articles for more information 	
	 about our security controls and safety tools.

Exposed Service
An open window is like 
a misconfiguration that 
leaves a school at risk. 
This is not a vulnerability 
but rather an issue of  
best practice.

We’ll help with 
improvements to 
network configuration, 
system firewall rules  
and email configuration.

Our security experts will 
let you know if they see 
a risk or threat to your 
network that you need to 
be aware of.

Our Security Team
Like a friendly neighbour, 
our team keeps an eye on 
your digital infrastructure.

Our security experts  
will help identify phishing, 
email compromises  
and malware incidents
at your school.

Incident
This is like an intruder 
or break-in on your 
property - an incident 
has occurred. Our 
team will help support 
you with the incident 
response.

We can help identify
vulnerabilities and work 
with you to fix them.

Vulnerability
Like a broken lock on
your door, a vulnerability
is something that has an
exploitable weak spot.

If N4L discovers a threat 
that could impact your 
school we’ll reach out 
with mitigation advice.

Threat
A threat is like an 
unexpected storm that 
could cause damage to 
your house. 

https://www.education.govt.nz/education-professionals/schools-year-0-13/property/contents-liability-and-cyber-insurance
mailto: support@n4l.co.nz
https://www.n4l.co.nz/protect/
https://www.education.govt.nz/education-professionals/schools-year-0-13/digital-technology
https://support.n4l.co.nz/s/article/Internet-Safety-and-Security-Services
https://www.cert.govt.nz/information-and-advice/guides/keeping-your-school-network-safe/
https://www.n4l.co.nz/category/blog/

